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The Good, the Bad, and the Ugly: What 7
Recent Court Decisions Tell You About
Today's Website Privacy Liability

California’s website tracking litigation wave shows no signs
of slowing down. Plaintiffs’ attorneys continue to file cookie
and pixel tracking lawsuits by the hundreds, alleging that
routine third-party analytics and advertising tools on
business websites constitute illegal wiretapping under the
California Invasion of Privacy Act (CIPA) and the federal
Electronic Communications Privacy Act (ECPA). Courts have
been grappling with these claims for years, and their
answers have been anything but consistent. To help you
make sense of where things stand today, we've compiled
seven recent decisions from the past month or so and
organized them by identifying the good, the bad, and the
ugly. Read on to understand what's working in court, what's
failing, and, most importantly, what your business needs to
do to protect itself.

THE GOOD: Decisions That Help Businesses
Sisti v. Bosley, Inc.: Complete Dismissal with Prejudice

Bosley stands as the cleanest defense win in the current
batch of decisions, and the reasons it succeeded offer a
blueprint for other businesses. The court’s April 27 decision
dismissed all claims with prejudice (meaning plaintiffs
cannot amend their complaint and refile the case) on two
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grounds that each would have been independently Los Angeles
dispositive.
Sacramento
= First, the court found the plaintiff lacked Article llI
standing. The data allegedly collected through third-party
tracking pixels (browsing behavior, device identifiers, and San Francisco
general usage patterns) wasn't sufficiently sensitive to
constitute a concrete privacy injury.

San Diego

Silicon Valley

Woodland Hills

= Second, and equally important, Bosley had a properly
structured sign-in agreement that required users to
affirmatively accept the company'’s terms of service
before using the site. Because those terms included
consent to the tracking at issue, the plaintiff's claims failed
on the merits as well.

The lesson from Bosley is that two independent lines of
defense - standing and consent —are far better than one. A
company that can argue both “you weren't really injured”
and "you agreed to this"” is in a much stronger position than
one relying on a single theory.

This is also an example where a plaintiff tried to allege
disclosure of something more than just IP addresses and the
court found no concrete harm could possibly result from a
website's (even a health-related website like Bosley's)
disclosure to social media platforms of plaintiff's browsing
behavior, device identifiers, general usage patterns, and the
fact plaintiff scheduled a hair transplantation consultation on
the website's “scheduler page.” The court also found that
the plaintiff did not suffer monetary loss to establish
standing because he never attempted to sell the information
that was allegedly disclosed.

Importantly, on the, the court found that plaintiff could not
proceed with his ECPA claim because the tortious conduct
was the alleged interception itself. The crime-tort exception
to the ECPA's party exception did not apply because plaintiff
could not plausibly establish that health data was disclosed
in violation of HIPAA.

Diaz v. Paramount Skydance: Standing Analysis Gives
Businesses a Roadmap

The Paramount ruling, involving the free streaming platform
Pluto TV, is significant less for its outcome than for its
reasoning on standing. The court dismissed the complaint
on April 20 after conducting a rigorous analysis of what kind
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of privacy injury is actually sufficient to support a lawsuit,
and its conclusions are very business-friendly.

The court drew a sharp distinction between tracking data
that is genuinely “sensitive,” such as medical information,
financial data, and highly personal communications, and the
kind of routine behavioral metadata that ad-targeting pixels
typically collect. Vague allegations that tracking pixels
collected “personal information” didn't cut it, the court said.
Plaintiffs have to identify specific, sensitive data that was
actually disclosed to sustain a concrete injury. For streaming
platform visitors browsing free content, the court found that
bar wasn't met.

This standing framework has become increasingly
influential. Multiple courts have cited similar reasoning to
dismiss tracking claims at the threshold before ever
reaching the merits of whether CIPA was violated. For
businesses whose websites handle ordinary consumer
browsing rather than financial applications or healthcare
data, this line of cases provides meaningful protection.

THE BAD: Decisions That Went the Wrong Way — With
Caveats

Garcia v Anschutz Entertainment Group: Mixed Result, But
the Warning Is Clear

The AEG case produced a split result that illustrates how a
company can win on one claim while losing on another, and
how the gap between a consent banner and actual consent
can be fatal.

= On the positive side, the court’'s May 5 ruling dismissed
the federal wiretapping claim under the ECPA, finding the
party exception applied. And because the plaintiff
admitted she would never return to the website, her
request for injunctive relief was also dismissed.

= But the CIPA pen register claim survived, and that's
because the tracking started before the plaintiff had a
chance to reject it. This should serve as a warning for
every business with a cookie consent mechanism. AEG
had a cookie consent banner, but the problem was that its
third-party cookies activated the moment a user landed
on the site — before the banner rendered, before the user
could make a choice. A consent tool deployed after the
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data is already flowing is problematic, according to this
decision.

= Note, however, that whether the CIPA pen register
prohibition applies in this manner to require opt-in consent
before cookies or pixels can start collecting data on a
website is an issue currently before the California Court of
Appeal in an appeal brought by Variety Media. We are not
saying that opt-in consent is required by CIPA or any other
law, as courts are split on this issue, and this is one more
trial court decision in the plaintiffs’ column.

Ortiz v. Foris Dax, Inc. (Crypto.com): CIPA Wiretapping
Dismissed, Pen Register Survives

The May 21 Crypto.com ruling produced the same split
outcome that is becoming a recurring pattern: the CIPA §
631 wiretapping claim was dismissed because plaintiffs
failed to allege with any specificity what communications of
theirs were actually intercepted, but the § 638.51 pen
register claim survived.

= On the wiretapping side, this case reinforces what courts
have been saying consistently: claiming you “browsed” a
website and that the site's cookies were capable of
collecting certain categories of information is not the
same as alleging that your personal communications were
actually intercepted. Plaintiffs who don't describe their
actual on-site activities (search terms entered, forms
submitted, clicks made, etc.) are giving courts nothing to
work with on the contents element of § 631.

= On the pen register side, the court delivered the most
thorough federal analysis yet of whether CIPA's pen
register provision applies to internet tracking. The answer
was yes, grounded in both plain text and legislative
history. The court found that CIPA borrowed its pen
register definition from a federal statute that Congress had
already broadened in 2001 to cover internet-based
tracking, and nothing in the California statute limits it to
telephonic devices.

= Note, however, that several California state courts have
applied statutory interpretation principles to reach the
opposite conclusion, finding that the text of the CIPA pen
register sections itself show that it only applies to
telephone lines, not to website tracking technology. For
example, one state court recently reached this conclusion
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because the CIPA section outlining the process for
obtaining a court order to install a pen register speaks
only of telephone lines and leaves no room for any other
technology. The court reasoned that this section must be
read in context with the section prohibiting pen registers
without a court order.

= The court also directly addressed SB 690, the pending
legislative reform bill, and declined to use it as a guide to
statutory interpretation. The court said that the
legislature’s awareness of the litigation wave says nothing
about what the current law means.

Ingraham v. Capital One: Financial Data Changes
Everything

The May 22 Capital One ruling is in the “bad"” column, but it
deserves a significant asterisk: this case is genuinely
distinguishable from most of what businesses in this space
will face, and understanding why could help you develop
your own game plan.

The tracking at issue here wasn't routine browsing behavior.
Capital One's website allegedly transmitted customers'’
employment status, citizenship information, bank account
type, credit card application status, approval or denial
outcomes, FICO score segments, and income bands to
third-party services, along with names, email addresses,
and phone numbers. Capital One didn't even dispute that
one plaintiff's employment status and credit card denial
were transmitted to third parties.

The court found those facts sufficient to clear the “highly
offensive” threshold that routine metadata cases fail to
reach — relying on the 9th Circuit's Popa v. Microsoft
decision, which specifically distinguished technologies that
capture sensitive financial information from those that
capture general browsing behavior. The court also rejected
Capital One's anonymization argument at the pleading stage,
where a genuine factual dispute existed about whether
“anonymized” identifiers could be re-linked to individuals.

There was one notable defense win: one of the two named
plaintiffs was dismissed entirely because, after filing the
lawsuit, he submitted two more credit card applications on
Capital One's website. You cannot credibly claim a
reasonable expectation of privacy in data you voluntarily

Copyright © 2026 Fisher Phillips LLP. All Rights Reserved.


https://www.fisherphillips.com/en/insights/insights/could-new-privacy-law-coalition-help-curb-california-wiretapping-litigation

continue submitting to the same defendant after alleging in
litigation that it misuses that data.

The takeaway for most businesses is that this decision is an
outlier. If your website collects general consumer browsing
data for marketing analytics, you are not in the same
position as a financial institution transmitting credit
application outcomes and income data to third-party ad
networks.

THE UGLY: Decisions That Went Badly

Podraza v. Nourish, Inc.: Wiretapping and CIPA Claims
Both Survive

Nourish is the most straightforwardly bad decision in the set
for businesses because the court’s April 20 decision allowed
both the federal wiretapping claim and the CIPA § 631 claim
to survive dismissal without the kind of limiting factors that
make other plaintiff wins distinguishable.

The central problem was consent architecture. Unlike
Bosley, which had a properly structured sign-in clickwrap
agreement requiring affirmative acceptance before access,
Nourish relied on browsewrap: a notice somewhere on the
site that users were deemed to have accepted simply by
visiting. Courts have grown increasingly hostile to
browsewrap agreements, and this case is a direct illustration
of why: the court found the consent mechanism inadequate
and refused to dismiss on that basis.

The ruling also navigated the HIPAA crime-tort exception in
a way that allowed the federal wiretapping claim to proceed,
a result that will be of particular concern to any business
operating in or adjacent to the healthcare space.

Castro v. SBE Restaurant Group: State Court Proves More
Plaintiff-Friendly

The April 16 SBE Restaurant Group decision is the ugliest
entry on the list, and it carries a warning that federal court
outcomes may not tell the full story of your exposure. This
was a California state court ruling, and the result was a near-
total plaintiff win: four of five causes of action survived the
demurrer, including the CIPA pen register theory.

State courts have shown a consistent willingness to let
these claims proceed that federal courts (with their standing
requirements and pleading standards) have not always
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matched. SBE is a reminder that CIPA litigation isn't only a
federal courthouse problem. If you operate in California,
your exposure runs across both court systems.

What You Should Do Right Now

The consistent message throughout all of these decision is
that businesses across the country face real legal exposure,
and the outcome of any litigation depends heavily on
decisions you've already made (or failed to make) about how
your website handles tracking and consent.

Here are the steps every business should take:

= First, audit every tracking tool currently running on your
website. Know what cookies, pixels, analytics tools, and
session replay software you're using, who operates them,
and when they start collecting data. If any tool activates
before a user has an opportunity to consent or decline,
you may be in the same position as the AEG decision.

= Second, upgrade your consent mechanism from
browsewrap to something that actually works. A notice
buried in a footer or a banner that users scroll past isn't
enough to establish consent at the motion to dismiss
stage. Affirmative, pre-tracking consent, like a properly
structured sign-in clickwrap or a consent banner that
genuinely work, is the standard that courts are enforcing.

= Third, scrutinize the data your site collects and transmits
to third parties. If your tracking tools are capturing the
kind of sensitive financial, health, or personally identifiable
information that was at issue in Capital One, your risk
profile is materially higher than a retail website capturing
general browsing behavior.

= Fourth, align your privacy policy with what your tools
actually do. Policies that promise users control over their
data but don't reflect actual practices compound your
exposure by supporting both CIPA and ECPA claims
simultaneously.

= And fifth, get ahead of this before a demand letter
arrives. The plaintiffs’ bar targets businesses based on
automated scans of what tracking technology is
detectable on your site. Proactive review is far less
expensive than reactive litigation, and far more effective.

Conclusion
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To stay current on CIPA developments, legislative progress,
and other California privacy litigation trends, subscribe

to Fisher Phillips' Insights. For guidance specific to your
situation, contact your Fisher Phillips attorney, the author of
this Insight, or any member of our Digital Wiretapping
Litigation Team.
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