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Overview

Although the U.S. has yet to enact a federal consumer privacy law, businesses must increasingly
contend with a growing patchwork of consumer protection laws enacted by individual states. As
more states legislate consumer privacy, businesses face a daunting task to ensure compliance
in all applicable jurisdictions, especially where the law does not exempt employee and job
applicant data.

California was the first state in the U.S. to enact a comprehensive consumer privacy law. The
California Consumer Privacy Act (CCPA), effective January 1, 2020, requires for-profit businesses
that do business in the state and meet certain criteria to provide their California consumers,
employees, and job applicants with new privacy rights that give them more transparency and control
over the personal information that businesses collect about them. The CCPA has been amended
numerous times, including by a voter-approved proposition called the Consumer Privacy Rights Act
(CPRA.

Next came the Virginia Consumer Data Protection Act (effective January 1, 2023), followed by similar
legislation in Connecticut (effective July 1, 2023), Colorado (effective July 1, 2023) and Utah (effective
December 31, 2023). Since then, a number of additional states have passed new consumer privacy
laws, including Delaware, Indiana, lowa, Montana, New Hampshire, New Jersey, Oregon, Tennessee,
and Texas. Several more state bills are now in the works. As each of these laws have important
differences in terms of their applicability (including interpretations of the terms “consumer” and
“sale”), the personal information they cover, data handling requirements, and potential penalties,
among other provisions, it is imperative to have trusted advisors help guide your compliance
strategy.


https://www.fisherphillips.com/privacy-legislation-state-map/colorado-privacy-legislation.html
https://www.fisherphillips.com/

Fisher Phillips’ Consumer Privacy Team helps businesses comply with every aspect of these
expansive privacy measures. Our attorneys guide businesses nationwide, providing tailored plans to
mitigate the risk of litigation and exposure to costly fines, and to lawfully safeguard sensitive
information. The team includes lawyers across the country from Fisher Phillips’ Privacy and Cyber

Practice. In addition to state privacy laws, we advise clients on the European General Data Protection
Regulation (GDPR) and other international privacy laws and regulations.

How We Can Help

¢ Determining whether these laws apply to your business

® Advising on all steps necessary for compliance and providing templates

* Preparing or revising online privacy policies and notices to employees and consumers
* Preparing data security policies and incident response plans

* Advising on security-related steps for compliance, including vetting vendors’ security
measures

®* Preparing, reviewing, and revising related contract amendments
® Advising on responses to consumer requests

e Defending against litigation and/or enforcement actions

We help with all aspects of state privacy laws, including both employee/job applicant data issues
and those involving other consumers. Even if you're familiar with some of these state requirements,
you should not assume you are automatically compliant with all of them. We are your resource for
all state consumer protection law compliance.

Our Clients Include:

e Autoand RV dealerships

e Professional Employer Organizations (PEQs)
e Staffing agencies

® HR consulting firms

* Banks and financial services institutions

e Law firms

® (Gaming establishments

e Restaurant groups (chains, franchises, etc.)
* Hotels and hospitality groups

® Fitness clubs & gyms

® Retailers


https://www.fisherphillips.com/en/services/practices/privacy-and-cyber/index.html?tab=overview

e Online/e-commerce businesses

® Healthcare providers and vendors

® Manufacturers

® Distributors & suppliers

e Construction businesses

® Energy & gas businesses

®* Transportation businesses

®* Property management companies

e Commercial insurance brokers

e Security services companies (physical and digital protection services)

e Telecommunications/Media companies

Insights

PUBLICATION 04/23/25

Republished Insight: California’s Latest Privacy Push: The Location Tracking Crackdown
Businesses Can't Ignore

Risa B. Boerner, Usama Kahf, Chelsea Viola

Read more =

INSIGHTS 04/22/25

California Court Rejects Attempt to Expand Third-Party Eavesdropping Claims to
Internet Communications: How Your Business Can Mitigate Risk

Catherine M. Contino, Usama Kahf

Read more =

INSIGHTS 04/14/25

Businesses Get Big Privacy Win in Tester Plaintiffs’ Wiretapping Case: 3 Key Takeaways
Catherine M. Contino, Darcey M. Groden, Danielle M. Kays

Read more 2>

PUBLICATION 04/14/25

Fisher Phillips Attorneys Pen Article Detailing 5 Steps to Reduce Risk for CCPA
Enforcement

Darcey M. Groden, Usama Kahf, Chelsea Viola

Read more


https://www.fisherphillips.com/en/news-insights/republished-insight-californias-latest-privacy-push-the-location-tracking-crackdown-businesses-cant-ignore.html
https://www.fisherphillips.com/en/people/risa-b-boerner.html
https://www.fisherphillips.com/en/people/usama-kahf.html
https://www.fisherphillips.com/en/people/chelsea-viola.html
https://www.fisherphillips.com/en/news-insights/california-court-rejects-attempt-to-expand-third-party-eavesdropping.html
https://www.fisherphillips.com/en/people/catherine-m-contino.html
https://www.fisherphillips.com/en/people/usama-kahf.html
https://www.fisherphillips.com/en/news-insights/businesses-get-big-privacy-win-in-tester-plaintiffs-wiretapping-case.html
https://www.fisherphillips.com/en/people/catherine-m-contino.html
https://www.fisherphillips.com/en/people/darcey-m-groden.html
https://www.fisherphillips.com/en/people/danielle-m-kays.html
https://www.fisherphillips.com/en/news-insights/fisher-phillips-attorneys-pen-article-detailing-5-steps-to-reduce-risk-for-ccpa-enforcement.html
https://www.fisherphillips.com/en/people/darcey-m-groden.html
https://www.fisherphillips.com/en/people/usama-kahf.html
https://www.fisherphillips.com/en/people/chelsea-viola.html

INSIGHTS 04/11/25

From Search to Share: Court Holds Third-Party Interception of Search Bar Terms Can
Support CIPA Claim

Vivian Isaboke, Anthony Isola

Read more =

NEWS 04/09/25

Co-Chair of Privacy and Cyber Practice Discusses Recent California Privacy Ruling
Usama Kahf

Read more =

NEWS 04/02/25

Republished Insight: 7 Best Privacy Practices for Employers When Using Geolocation
Tools to Track Workers

Kate Dedenbach, Usama Kahf

Read more =

NEWS 04/02/25
Republished Insight: Digital Wiretapping Litigation: Top 5 Surprising Takeaways
Kate Dedenbach, Usama Kahf

Read more =

INSIGHTS 04/01/25

California Probe Targets Location Data Industry: 5 Steps to Keep Your Business Off the
CCPA Enforcement Radar

Darcey M. Groden, Usama Kahf, Chelsea Viola

Read more =

INSIGHTS 04/01/25

Consumer Privacy Complaints Pouring in From Oregonians: How Your Business Can
Avoid Top Compliance Issues Noted by State’s A.G.

Darcey M. Groden, Usama Kahf, Rachel Song

Read more =2

View All =

Key Contacts


https://www.fisherphillips.com/en/news-insights/from-search-to-share-court-holds-third-party-interception-of-search-bar-terms-can-support-cipa-claim.html
https://www.fisherphillips.com/en/people/vivian-isaboke.html
https://www.fisherphillips.com/en/people/anthony-isola.html
https://www.fisherphillips.com/en/news-insights/co-chair-of-privacy-and-cyber-practice-discusses-recent-california-privacy-ruling.html
https://www.fisherphillips.com/en/people/usama-kahf.html
https://www.fisherphillips.com/en/news-insights/republished-insight-7-best-privacy-practices-for-employers-when-using-geolocation-tools-to-track-workers.html
https://www.fisherphillips.com/en/people/kate-dedenbach.html
https://www.fisherphillips.com/en/people/usama-kahf.html
https://www.fisherphillips.com/en/news-insights/republished-insight-digital-wiretapping-litigation-top-5-surprising-takeaways.html
https://www.fisherphillips.com/en/people/kate-dedenbach.html
https://www.fisherphillips.com/en/people/usama-kahf.html
https://www.fisherphillips.com/en/news-insights/california-probe-targets-location-data-industry-5-steps-to-keep-your-business-off-the-ccpa-enforcement-radar.html
https://www.fisherphillips.com/en/people/darcey-m-groden.html
https://www.fisherphillips.com/en/people/usama-kahf.html
https://www.fisherphillips.com/en/people/chelsea-viola.html
https://www.fisherphillips.com/en/news-insights/consumer-privacy-complaints-pouring-in-from-oregonians-how-your-business-can-avoid-top-compliance-issues-noted-by-states-ag.html
https://www.fisherphillips.com/en/people/darcey-m-groden.html
https://www.fisherphillips.com/en/people/usama-kahf.html
https://www.fisherphillips.com/en/people/rachel-song.html
https://www.fisherphillips.com/en/news-insights/index.html?p=18296

Risa B. Boerner, CIPP/US, CIPM
Partner

610.230.2132

Email

Usama Kahf, CIPP/US
Partner

949.798.2118

Email

Seeall &

Related Services

Privacy and Cyber

Data Protection and Cybersecurity

U.S. Privacy Hub

Wiretapping Litigation Map

Copyright © 2025 Fisher Phillips LLP. All Rights Reserved


https://www.fisherphillips.com/en/people/risa-b-boerner.html
https://www.fisherphillips.com/en/people/risa-b-boerner.html
tel:610.230.2132
mailto:rboerner@fisherphillips.com
https://www.fisherphillips.com/en/people/usama-kahf.html
https://www.fisherphillips.com/en/people/usama-kahf.html
tel:949.798.2118
mailto:ukahf@fisherphillips.com
https://www.fisherphillips.com/en/people/index.html?p=18296
https://www.fisherphillips.com/en/services/practices/privacy-and-cyber/index.html?tab=overview
https://www.fisherphillips.com/en/services/practices/privacy-and-cyber/data-protection-and-cybersecurity.html?tab=overview
https://www.fisherphillips.com/en/services/trending/us-privacy-hub/index.html
https://www.fisherphillips.com/en/services/trending/us-privacy-hub/wiretapping-litigation-map.html

Copyright © 2025 Fisher Phillips LLP. All Rights Reserved.


https://www.fisherphillips.com/en/services/trending/us-privacy-hub/wiretapping-litigation-map.html

